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Virtualization with Compellent Storage Center
and Syncsort BackupExpress

Executive Summary

Syncsort, Inc. and Compellent commissionedlféndWatch, a research and test

company, to perform a series of usability and pennce tests with the Syncsort Backup
Express (BEX) data protection software package. These tests were made in combination
with a Compellent Storage Center Storage Area Network (SAN) which acted as the main
storage and backup medium.

The tests as descrithén this whitepaper focus on storage virtualization with the
Compell ent SAN and Syncsortods uni tplak use
up and recover a Windows Server system. This unique solution made it péssible

backup and recovery to behaeved more quickly and painlessly in comparison with
standard existing industry backup applications.

Key Findings

The tests demonstrate that the
Syncsort/Compellent joint solution
leverages virtual environments to
provide extremely fast server
recovery plus optimal storage
usage. Findings show:

Syncsort / Compellent
Joint Data Protection Solution

60 —
A i S
A Recovery of a 100 GB server in
only 4 minutes, enabling é" 45— 4 minutes 50 minutes
business to continue E using BEX using BEX
= 30 — Instant 4y Full

A Easy full server restore of 100 Virtualization Virtualization
GB server in only 50 minutes vs. 15 —

hours for competing solutions

A Ability to maximize storage Business Full Server
capacity through thin Continuity Restoration
provisioning and tiered storage
structure

A Affordable storage that provides throughput comparable to enterprise-level
storage array
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Significance of Report

Studies have shown that IT departments
that operate in virtualized environments
often experience the following data
protection pain points:

A Their backup jobs are taking too
long or failing, due to reduced
availability of CPU, memory or 1/O
resources

A Their recovery times are elongated
and recoveries are not application
consistent

A They need more storage because
virtualization easiness has lead to
server and data sprawl

A They cannot move data quickly
between virtual machines

This report provides proof of an
affordable and reliable joint solution that
expressly alleviates these pain points.
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Process Overview

In order to demonstrate thiswe performed a series of backup and restasksusing

Syncsort BEX anCompellent Storage Centdduring these tasks we nseaed the time

it took to execut¥irnthealblax &auipd nd Fheell 16 | Viisrt tana |
(FV) capabilities of Syncsortods data protect
methodologies. We also monieatthe impact that the jobs have on CPU and network

utilization and measudgthe storage performance.

Wettested Syncsortods backup procedrstwe with the
method where a physical server was migrated to a VMware Virtual Machine. The main
advantage of this restore method is that a complete server can be restored in a couple of
minutes. Compare this with the traditional backup methods whest@eof a server

can take hours or even a day or more. The whole b&esipreprocess, in which the

physical server is transformed to a VM, is completely transparent for the user.r€édmpa
with traditional backups, there is no need to format the disks or install the operating
system, drivers and applications. Restoring a crashed Client with more than 100GB of
local storage via the Instant Virtualization method took only 4 minutes. Bisbex

server was restored on a VM with a minimum of down time so users could quickly
continue with their work. The Full Virtualization method, in which the content of the
complete backup disks where transferred to the ESX Seéoadronly 50 minutes.

Thetest was executed in combination with a Compellent Storage Center disk array. It
showed Compellentés Thin Provisioning value
small part of the provisioned storage capacity was used. During the block level base

backup wenoticed a total measured throughput of almost 118MBps, which is a level of
performance a customer can expect from an enterprise type storage array.
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Introduction

Compellent Storage Center and Virtualization

The Compel | ent ESoBagedreadNegeork SAN) is anrlidéal
complement to the VMwarenvironment because virtualized storage offers significant
and complementary benefits to virtualizgaplications. By creating a pbof virtual
storage volumes, the Compellé&SAN provides the flexibility tachange or move storage
attributes without affecting how storage is presented to the server. The Compellent
SAN reduces the overall storage capacitydesl to support a VMware environment,
speeds up storageovisioning, simplifies storage management, enhances disaster
recovery and reduces the costofuisition, operatioand management.

Like the VMware environment, the Compell&@AN alstracts storage attributes from
physical hardwareStorage is presented to virtual servers as disk capacity, regardless of
the mix of disk types, disk capacitiaad server connectivity selected by administrators.
As a result, administrators have the same offlexibility in making changes to virtual
storage volumes as they do witlrtual Machines (VMs). They can change RAID levels,
storage tiers and server connectivity without changing how storage is presented to
servers.

By using VMware, the CompeeS AN and Sy n cBxmwasdogesherBac k up
enterprises can compound the benefits of virtualizafibe. following features are ways
in which the CompellerBAN optimizes VMware server virtualization:

A Thin Provisioningto conserve storage capacity

A Automated Tiered Storage maximizes VM storage performance and efficiency
Server Instant Replay minimizes the capacity needed for VM clones
Automatic LUN Masking accelerates VM storage provisioning

Intuitive interface simfifies VM disaster recovery

CostEffective replication for VMwaréite Recovery Manager

Persistent hardware architecturepimtect technology investments

> > > > >

BEXAdvanced Recovery Technologies

The BEX solution suite is a resoce storage model that enables very frequent backups,
minimizes downtime and seamlessly integrates with routine, enterpideebackup and
recovery practicesA fundamental aim of BX is reliable, economical, easy-
administerdata protection that optimizes Recovery Point Objes{(i@®O) and Recovery
Time Objectivs (RTO).
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The BEX Advanced Recovery technologies exploit imbagsed, block levedrotection
backup technologyT his white paper will focus only on the BEX Advandedcovery
solution in combination with VMware Virtual Machine Backop the CompellenSAN.
It provides highperformance block level based backups to-thisked storageontrolled
by Windows 2003 (r2) x64 servers (BEX Advanced Servers) andde® fast, reliable
block- and file- level recovery. A BEX Advanced Server supports dirSétiN (FC),
SCSI, or iSCSI attached storage.

BEX Advanced Recovery includes the following main features:
Zero-lmpact Backup with Data Reducti@md MultrPurpose Snapshots
Server File and Object Level Restore

ApplicationRecovery

BEX Instant Availability

BEX Full Virtualization

BEX Instant Virtualizatioh

Bare Metal Recovery

VMware Virtual Machine Backup and Recovery

= =4 8 -8 _8_9_9_-2

SyncsorBEXArchitecture

TheBEX architecture is based on three softwhased components: Master Server,
AdvancedClient and Advanced Server. The Master Server software is installegeon
machine. That machin®lds and manages tB&X caalog and can be based on a
Windows 2000/2003 3bit or Windows 2003/2008 6bit operating systenNIX,
Linux, or Novell OES TheBEX AdvancedClient softwarethe BEX Management
console userdocumentatiomnd a web servarealso automatically installed.

TheBEX AdvancedClient software is installed on all the servers from which a backup
has to be made.

The Advanced Server software is installed only on Windows 2003/2008 x64 systems that
will act as a BEX AdvacedServer This server will function as the destination server for

a BEX Advanced Recovef@pen Storage backup. This system suppoets-Impact

Backup with Data Reductidior Windows, LinuxandSolaris clientsandit is the

backbone for BEX Virtualization, BEX Alive, BEX Bare Metal Recovery, BEX
InstantAvailability features On any BEX Advance@8erver, Advanced Client and ESX

host, an iISCSI initiator is required for Instant Availability related Restore operations.
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Creating Virtual Machines witl BEX

The BEX virtualization feature allows a user to fully create a Virtual Machine (VM) from

a backed up physical Windows Server instance through a special type of BEX Advanced
Recovery restore | oh Thisadwly ereatecaVManthem t ual i zat i o
function as a replacement facrashed physical servetor any volume backed up in a

BEX Advanced Recovery job, the initial backig@ base backup, and all subsequent

backups are incremental during which only changedkisl@re transferred. A BEX

Advanced Recovery backup (base or incremental) on a BEX Advanced Server volume is

a virtual image of the entire source volufapplication and OSat a particular point in

time. That means that all recovery points in time amspnted as full backups.

To exploit this feature two steps must be followed. Fesecutea BEX Advanced
Recovery (Open Storage) backup of the client server node, inchidiveBEX BMR
virtual volume.This is routine for BEX users.

Secondusethebackup to create ¥irtual Machine on the virtual controller by either
mapping the backed up instance (InsMintualization) or transferring data of the backed
up instance to the virtual controller (FMirtualization). This is easily done through the
BEX user interface.

Full Virtualization jobs create a nevirtual Machinewhich contains a duplicate of the
Afunctional volume. 06 Each partition of the |
to its own disk volume on the new VM during virtualizati In other words, the full

method of virtualization creates a virtual disk with the same layout as the corresponding

disk of the backed up source machine and populates it with the backed up data.

The Instant Virtualization job maps the data stored enAttivanced Server through raw

device mapping(s) via ISCSI to the ESX h{stlisks means 2 mapping$§)nlike Full

virtualization jobs, Instant Virtualization jobs do not physically transfer data to the

Virtual Machineand thereforedonste qui re any space on the virt
store. Changes made to the mapped drive do not affect the backed up data whieh is read

only; these changes are stored in a temporary data space of the advanced server.

8
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Leveraging a Virtual ®rage Environment

Using Compellent and VMware in unison enables customers to improve utilization and
lower overall costs with flexible server connectivity, fully automated boot &N,

thin provisioning anatosteffective SRM implementabn. Compellent Storage Center
SAN adheres to the VMware Hardware Compatibility List (HCL) to ensure
supportability.

C o mp e | dersistent@asiware architecture enables the continuous integration of new
technologies and eliminates foifkupgrades. Virtualizing servers and storage into a
single pool reduces upfront purchases andhexly provisioning eliminates need to
dedicate resources upfront and makes unused resources available to any application or
OS. The system makes it easyadd capacity, connectivity and bandwidth incrementally
for flexible growth.

9

Copyright© 200, IT-TrendWatch, All Rights Reserved


http://www.compellent.com/Technology-Alliances/Strategic/VMware/SRM.aspx

IT-TrendWatch Evaluation Report

Test Configuration

The test configuratiofigure 3) consiss of a physical BEXAdvancedServer BEX

Client and VMwareESX 3.5 serverThe BEX Master Server is a VMware Virtual

Machine (VM) which is running on the physical ESX 3.5 Server (ESXi can be used). All
systems are connected through a 1GbE networkCbmepellentStorageCenter

functions as a backupedium and is connected through a 4Gb Fibre Channel direct
connection to the BEX Advanced Server (no-$tch in between). Both Advanced
Server and Client are running Windows 2008b@4Enterprise operating system, the
Master Server Window2003 64bit Standard. (For a detailed description of the hardware
see Appendix A).

The test perforedwasa n 0 | Mirtgalizator® and OFul |l Virtualizat:i
BEX Advanced Recoveryackup taken from the Advanced Client. We measthre

time it tookto do bothrecoveryjobs and shoedthe impacthey haveon the 1GbE

network and th&€PUs on both ClienandAdvanced Server. Also the performance of the

disksfor both £enariosvasmeasuregand the time of the backup job, which applies for
bothrecovery scenarios

Using CompellenStorageCenter

In this setup we useCompellentStorage Cente8AN. ThisSAN has some unique
features in comparison with most other enterpsiseage offeringsit delivers an
industryleadingblock levelstorage virtualization solutio@ompellentallows the
combination of all disks ia single storage poulith which the useran then create thin
provisioned LUNs and present theéothe serversAnother unique feature is Automated
Tiered Storage whicteduces overall storage costs and improves performangiadiyg
blocks of data on thiglealstorage tiebased on actual userequently accessed data
remains on fasteFier 1storage, and if it is less used it can later on be automatically
migrated to a more economical storage, for example SATA disks (figure 1). This unique
tiered storage model and the thin provisioning capaslitan bdeveragedn a Syncsort
backup architecture.

For example, after the data from a base backup has been placed on Fibre Channel disk
based storagen Tier 1 it can later on be migrated to the lower Tier 3 which is equipped
with thelarger capacyt and less expensi@ATA |l disks. In this way théotal costof
ownership TCO) of the storage infrastructure can be significantly lowered without
performance loss as writes will always occurTeerl (RAID 10). Based on the historical
disk access data, blockall then be moved up and down the differe@ts automatically

10
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Supported disk devices are Fibre Channel, SAS and SATA Il which can all be combined

in RAID 5 andRAID 10 LUNSs. Just recently Compellent has announced suppd&

and146GB Solid State Drives (SSDs) for the Tiestorage These O6dri veso6 (th
disks) have an R/W access time of less than 1.UhesCompellent disk array supports

both iISCSI and Fibre Channel connectivity. In our test we will use a 1TB FC LUN, based

on RAID 10 on Tier 1 storage layer (see figure 2) which will function as a backup media

for both Instant and Full Virtualization testrigure 2 shows the 1TtBin provisioned

LUN in which the half of it is actually being used and the otherriearved for future

expansion.

@ A
o =
| *
£ "
b= Fibre-Channel g
RS Drives q
|
5 <>
o
~
Lt
7] q
O
o
Serial ATA
Drives

Capacity

Figure 1: Compellent tiered storage architecture
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Beforean Instant or Full Ytualization from a server can be done Wiodumes orthe
Client server have to be backed lopusinga BEX Advanced Recovetyackupjob. The
first backup is the initial base backup from the disk(s) on theaAded Client. After the

initial backup is done, all the subsequent backups are incremental where only the changed

blocks are transferred across the network. The backup process uses thecNiDpRNt
protocol to transfeblock leveldata from the Client tthe Advanced Server. In our test

we make dlock levelb a s e

on t he

backup

Advanced Client

from both
(figure

t he

3). The

files for the SQL2008Server. The database amthlies wergopulated to a size @82GB

with the help of th@PGC 6 s

Benchmar k

Fact oAltgoughth®sme Qu e st

of the disk volume was 250GB, only 64GB (with the Sdita and log files) was filled

with real data. Only this dataiwreally be backed up and not the complete disk. We have
monitored only the disk speed and network utilization from the backup of the E disk,
because disk C would most likely give the same results.

BEX Master Server
Windows 2003 Standard 64-bit

Syncsort / Compellent / Lab Setup

Block-level Backup

BEXdata

172.32.11.144 D 8GB

Bootdisk
C: 8GB

NDMP traffic

Main LAN 172.32x.x 1GbE @

BEX Advanced Server
Windows 2008 Enterprise 64-bit

Bootdisk
C: 2x73 GB
RAIDA

Ii:

Gb

172.32.150.250

SOLDATA

M == e

Fibre Channel

Figure 3: Configuration for block level backup
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The process of backing up the 6EO6 disk is as
disk 6E®6 on the Compellent disk array. After
monitored the performance from the disk and network on both the Advanced Server and

Client. As we can see on the Monitor Jobs tae backup job took only 13.13 minutes to

complete the task (data disk) and just over 15 min to complejeliffégure 4)and the

total measured throughput was almost 111 MBps (AlldisKs)e 6 Wi ndows Task
Manager 6 on the Advanced Server reflected th
on the local disk. ThEPUwasoccupiedl6% ofthetime doing the backup job (figure

5).

Looking on the Client side we saw an even a higieak of 172 MBps on the disk and

941 Mbps network activity. The Client software consumed 1% oE®id cycles which

are basically the result of the Syncsort nibbler.exe job running on the Windows 2008
server; no other major tasks where running on the Client during the backup. The nibbler
job is responsible for handling the blebksed data streams with the bazkerver

through means of the NDMP protocol. After the blalsek levelbackup procedure ba
finished the administrator defirsaa procedure to do incrementdbck levelbackus at
chosen regular intervals

backup job took only 13.13 minutes to compléte task
throughput was almost 111 MBps

peakdata rateof 172 MBps

941 Mbps network activity

client software consumeahly 1% of the CPU cycles

= =4 =4 -8 9
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Testof Instant Virtualization

The purpose of this testas to show how much time it takes to recover a client which
crashed due to a software or hardware failure. We asktmaethe Advanced Clieititas
crashedand weneededo do an Instant Virtualization restorerestorethe Windows

Serveras quicky as possiblen a different server, in this case as a VM on the ESX 3.5
server(figure 6). (An ESX 3.5/ESXi can be usgdnstant Virtualization makes it

possible to retore the complete physical server with all the data and applications in
minutes(independent from disk/data sjzénstead of hours in comparison with most

other standard backup applications which exist today in the market. Instant Virtualization
isbasedb n Syncsor t ére-Viual (P2Vptachineloggnacbmbination with
VMwaredbds virtual ESX infrastructure.

In our test the physical BEX 3.1 Advanced Client is being transferred to a VM on the
ESX 3.5 server. The migration process uses the backopthe client C: Boot disk and
E:SQLDATA disk on the Advanced Server and anfilmon the Master Server. This file
represents a disk image of EBO 9660 file and contains everything which normally is
put on an optical disk and can be easilyunted to the VM.

Creating the Instant Virtualization job

Before Instant Virtualizatio(lVV) can be used, it must be activated on the Advanced

Server After selecting the backup volume via tREX management consglgou choose

between InstardndFull Virtualization andprovidethe name of the VM and the size of

the memory o u 6 | (figure @. gk first thing the job does $gan the iISCSI network

for existing volumes (iISCStargetsthrough means of the iISG8litiator on the ESX

Server(see figures). Both 6C6 and O6EOG volumes are beincg
i's instructed to mount both volumes (in VMwa
stored) . I n this mounting pmtiatarandthe t he ESX Se
Advanced Server as an iSCSI target. After this has been @i is created,

automatically started and loads/boots a BEX process from tHieidocated on the

Master Server. Making use of this ifite is similarto aboot process frm a CDROM.

During this process the device drivers are injected into the boot disk C @gurke

VM is then reset and booted up with the right drivers installed. In the end the formerly

physical Client is now running as a VM on the ESX 3.5 Server Clieat is restored, up

and running, and again fully available for users (figlL@e

The whole conversion process from begng to end took only 4.31 minutes, in which no
data was transferred between the Backup Server and the ESX 3.5 Served{figlihe
main purpose of doing an Instant Virtualization is to getthshedserver upand

15
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runningas soon as possibléompare this with a normal restore operation with

traditional backup applicationshich can take hours or even days depending on the size
of the volumes to be restordebr Instant Virtualizatiomestore size&loes not matter at all

as no data is transferred. However, the Instant Virtualization method is just a temporary
disaster recovery solutioit secures a quick feontinuation of youbusiness processes
within the organization after a disaster and it enables you to go from an uncontrolled and
unplanned situation to a controlled and planned situation.

If the Advanced Server crashboth boot disk and sqldata are not available anynwre

the VM. As of a result of that the Client crashes. To protect against this critical event
there are a few things a customer can do. Eiey,can make a backup of the 1V based
VM client by performinga BEX Full Virtualization. This can be done when time is
available furingthe weekend or in a planned maintenance windonexamplg.

Secondthe customercan make a clone/copy the Instant Virtualization based VM to a full
VM.

Instant Virtualization is cread as a quick DR solution which enables the continuation of
critical business processes in an organization within a very shorframe (minutes). If
you have more time and want a more permanent sojutien Full Virtualizatioror a
conventional (P2RI2P) BEX BareMetalRecovery (BMR is another option.

Syncsort Backup Express
Restore via Full and Instant Virtualization

VMware ESX 3.5
08: VMware 3.5

BEX Master Server

Windows 2003 Standard 64-bit
VT Drive  8GB £
VM client van VMware ESX 3.5i ‘i

iSCSl Initiator
172.32.11.144 BEXdata
D 8GB 192.168.1.3

Bootdisk
C. 8GB

Bootdisk
1B
RAIDS

172.32.150.250 172.32.150.152

iSCSI Target BEX 3.1 Advanced Client
Windows 2008 Enterprise 64.-bit

SQL 2008 Server 64-bit

BEX Advanced Server
Windows 2008 Enterprise 64-bit

Rootdisk - Backup

ootd E: BackupDala
C: 2473 GB 1TB, RAIDIO

RAID1 LUN on Compellent

4Gb Fibre Channel

Compellent
Storage Array

Figure 6: Configuration for Backup and Virtualization
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Figure 7: ChooseFull or Instant Virtualization

Figure 8: Mapping iISCSI LUNSs to a Virtual Machine
17
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